L) @ m@“ @ Jeep

MyUsers handbook for
PUK self reset per user admin 1.0

July 2012

CCNM-MyUsers
Competence Center Network Management



. . ™ S @) ,:':m‘ J
System description O H @ O G Jeer

MyUsers is the tool for the integrated management of the utilities of FGA and it also manages the utilities to
implement Link.eEntry, Link.eSales and Link.eService systems.

MyUsers is the centralized system that supervises users access to several FGA applications.

MyUsers system considers a UserID as a couple of Username/Password through which it is possible to access to
one or more Applications.

System manages access grants for internal and external users, also allowing Dealers to autonomously define new
UserID and to update related grants for their staff.

The deployment of MyUsers system give to users the facility to access integrated applications using same UserID
and password (SSO).

System is designed to fulfill European Law 196 for privacy and to ensure necessary security level for the UserlD
management (passwords are totally hidden also for system administrators).

Any access to FGA application must be executed by identified persons (not anonymous).

For internal security policies each UserID must be assigned to a physical person univocally identified by his name
and surname.

This means that all managed UserID must be ascribed to physical persons and their name and surname
specification are mandatory.
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System description

MyUsers let administrators decide how to manage the passwords of dealer personnel.

First option is to centralize this function, then all dealer personnel will have to refer to dealer administrator when
they forget password or when it expires after six months without accessing systems.

If the administrators want to change their password needs UserID and PUK. If they forgotten their PUK could use a
specific MyUsers Tool to re-generate a new one.

PUK self reset for user admin is a tool that allows you to reset by yourself your PUK. To auto reset your PUK you
could follow 3 simple and easy step shown on the next slide.

This tool needs only the following information:
*UserlID
*Reset email
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Password Self Reset for Administrator

@ italiano @ Portugués

@ English @ cAAnviki User Name | |

@ Francais @ Polski Password| ‘

@ Deutsch @ Cesky e ’Degler :‘

@ Espanol '@ Slovensky

@ Nederlands | @ Portugués

@ Dansk @ Magyar

@ Ttiirkce @ Pyccxwi

@ W% Insert your UserID and your PUK code to obtain

l (& Forgot Password!

obtain a new password if forgotten.

Jg' From MyUsers home page, click here to

[ Click here if you have forgotten your PUK ]

If you are an Admin user, insert UserName and PUK fo have a\new password

User Name

PUK

&9 Click hera it you have forgotign your PUK

a new password.

If you are not an Admin user, request yourself the reset password

MyUsers handbook for PUK self reset per user admin 1.0



Information panel 0D @O G veer

How to self reset PUK Code

=

PUK Reset Tool
¥ you have sn Admin profis, pleass, insert Username, and reset eMa to re-geacrate your PUK
UseName  @011111.admin .—07 g Insert here your user admh]

X467 ® “# Captcha

_J

Enter the code shown above

Insert here the captcha an
311467 T 3
‘@ then click “Submit” j

o = N\
Reset eNal e e “‘“""0—0 %)Insert here Reset eMail

(Note: If you cannot read the numbers in the above
image, reload the page to generate a new one.)

‘ . Click here if you need
g Mancas /@ more support or info }
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Page where tool confirmed to you that self reset was done and an eMail was sent.

AutoGeneration PUK eMail sender

If you have an Admin profile, please insert Username and reset eMail to re-generate your PUK
SEELLIIE

0011111.admin

eMail

XXX@XXX.com

2
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r S . 2 e 1Y
% ; & ~ &
S BN gk

5 BT L 3

L

Enter the code shown above

862449 [ Submit

(Note: If you cannot read the numbers in the above
image, reload the page to generate a new one.)
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Confirmation self reset by email

T Fiat Group Automobiles
TALLA SIPA

Ta: Name Surnams From: Fiat Group Automobiles |.C.T.
Fam: Date: Date
Re: Link ta PUK s2ff reset

FAO: MyUsers sdminisrator, USER and Dezlership or Workshop Manzzsr
In ease of trouble contact your tech support.

IMPORTAMT: contains informationussfults rasst PUK codzand to ra-genematza navw too.

Dezar Name Surnams This is your neW PUK

CIo

Company
Torino, dats

Dizar User as wou requastad, using the “PUK salf-raset tool” of MyUsers application, we ars
sending vou a link to create a naw PUK. To re-generats it, plaase, click on the link sbove; a
naw PUK will be showsad up. WE suggsst wou keap this in a safz placs. Mail sender

Your new PUK : IHBHRLYE-DEFF-4D44-A440-A82D5FF10889
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